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CYSAT

Space engineers have historically focused on building reliable satellites
often at the expense of security. With the easier access to space

and the boom of new space services collecting valuable data, space
assets are becoming an attractive target for hackers. Now is the time
to build a European ecosystem able to respond to the current and
future challenges of securing space assets, data and services in order
to remain at par with leading space nations and preserve our
sovereignty. Switzerland has proved to be one of the most innovative
countries in the world and has made cybersecurity a national priority.
CYSEC SA, in partnership with AP-Swiss, wants to give the European
space community the opportunity to learn, share and connect on the
topic of cybersecurity by bringing selected executives, ethical hackers
and experts together for a 3-days event. CYSAT'21, the first edition, will
be a fully online event based in Davos, Switzerland on March 17 - 19,
2021.



09:00 - 092:05

09:05 - 09:20

09:35 — 09:45

09:45 = 10:15

10:45 - 11:30

11:30 — 12:00

12:00 - 13:00

13:00 - 14:00

CYSAT

Official Welcome

Switzerland: a leading nation for cybersecurity and space innovation

Welcoming remarks

Cybersecurity and space: an opportunity for Europe

The growing importance of space and the enabling role of cybersecurity

Cybersecurity fundamentals and key concepts to secure space assets
and data

COFFEE BREAK AND NETWORKING

The role of quantum technologies in secure communications across
space and terrestrial segments

Panel discussion: impact of quantum technologies on the security of
space missions: what to expect and how to prepare?

NETWORKING LUNCH



14:00 - 14:30

14:30 — 15:00

15:00 - 15:30

15:30 - 16:00

16:00 — 16:30

16:30 = 17:30

CYSAT

Exploiting cybersecurity from the ground (segment) up

Keeping the cloud securely attached to the ground (segment)

Democratizing and Reliability of Data & Al solutions in Space

Security Considerations for Cloud Platforms in Space Ground Segments

COFFEE BREAK AND NETWORKING

Panel discussion: How to make the best out of cloud services without
compromising on security?
|

Networking Opportunities
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09:00 - 09:30 Adventures in VSAT hacking: lessons for space security
|

09:30 — 10:00 Secure and fast satellite broadband
|

Overview of cybersecurity integration

Securing ESA's ground segment and operations

11:00 - 11:30 COFFEE BREAK AND NETWORKING

11:30 = 12:00 Cyber security challenges - GSA/EUSPA experiences
|

12:00 - 13:00 Panel discussion: The legal dimensions of cybersecurity in commercial
space

13:00 - 14:00 NETWORKING LUNCH

14:00 - 14:30 A space engineer's perspective on global security

14:30 - 15:00 Security challenges for satellite constellations and communications

15:00 - 15:30 Unpacking “Sidestream” satellite-to satellite communication security
challenges




16:30 — 17:00
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END OF DAY 2

CYSAT
Davos 2021

2021, a space hacking odyssey
CESAR CERRUDO | CTO at IOActive

Vulnerability in automation: the risks and rewards of automated control
systems in constellation network operations

NICHOLAS DONNIE LAUGHTON | Lead Architect, System Operations at
Telesat

COFFEE BREAK AND NETWORKING

Panel discussion: How to leverage the lessons learned from terrestrial
markets (e.g. loT) to secure satellite constellations?

AMIAN VIZAR | Security Engineer at CSEM
MARK MANULIS | Head of Computer Science At University of Surrey
NUNO PIRES | Head Of Innovation at Geosatis
ALEXANDRE TISSERAND | CEO at Kineis

Networking Opportunities

o~



CYSAT

09:00 - 09:30 Interview with the ethical hackers of SolarWine about their experience
ot Hack-a-Sat, a competition organized by the US Air Force

09:30 = 10:00 Space 4.0: Another Cybercriminal portal?
|

10:00 - 10:30 Similarities between industrial automation and satellites in cyber
vulnerabilities

Cybersecurity challenges faced by NewSpace startups when using
IP-Based space links and COTS-oriented architectures

11:00 - 11:30 COFFEE BREAK AND NETWORKING

11:30 = 12:00 Security challenges of a NewSpace start-up
|

12:00 - 13:00 Panel discussion: How to combine a "NewSpace" approach with
security?

13:00 - 14:00 NETWORKING LUNCH
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OUTLOOK & FINANCIAL ASPECTS

Overview of security challenges and solutions for constellations

Panel discussion: The importance of cybersecurity when investing in a
space company

AUGUSTIN BLANCHARD | Growth Equity Investor at Ace Capital Partners
MATHIEU COSTES | Partner at Airbus Ventures

RAPHAEL ROETTGEN | Space investor and Founder of EM2C

PATRICK NICOLET | Founder and CEO of Line Break Capital

RONALD VAN DER BREGGEN | Owner of ‘

Concluding remarks
JOSE ACHACHE | Director at AP-Swiss

CLOSING AND SEE YOU NEXT YEAR!




ADRIEN BECUE

Airbus
cybersecurity
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In 2016 the Quantum Experiments at Space Scale (QUESS) initiative made the headlines
by providing the largest known Space QKD demonstration covering 2500 km between
Xinjiang and Beijing and further on 7500 km between Beijing to Vienna, Austria, enabling
the first intercontinental secure quantum video call. This performance had the effect

of an electroshock on the scientific, industrial and institutional communities worldwide.
In 2018 Belgium, Germany, Italy, Luxembourg, Malta, the Netherlands, and Spain
Hungary, Portugal and Poland signed the initial declaration supporting EURO-QCI
initiative. At the end of 2019, it was also signed by Croatia, Cyprus, Greece, France,
Lithuania, Slovakia, Slovenia, Sweden and Finland, in early 2020 by the Czech Republic,
Austria, Bulgaria, Denmark and Romania, and in October 2020 by Estonia. This shift

of mindsets follows a rather long history of European scepticism towards quantum
communication, animated by the debate between supporters of Quantum Key
Distribution (QKD) and Post-Quantum Cryptography (PQC). This debate turned to

a dialogue of the deaf between quantum physicists and crypto experts which had the
unfortunate consequence of keeping the security professionals largely aside of quantum
communication research for a while. Furthermore, another debate arose as to which

of the space and terrestrial communication segments should prevail in the quantum
communication chain. In this presentation | intend to provide rational thinking about




